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Presenter’s Background

Vice President - Professional Services,
Vendor Safe Technologies

Security Committee Chair, United Way
Central Carolinas

Global Payments Industry Speaker

Over 20 years Retail Operations,
Tracy Libertino Consulting, Payment Systems
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EEEEEEEEEEEE Daily in the trenches with Merchants

educating and providing solutions for PCI

r R S (e T e e L
- g‘é‘nAce'-.- SSAZ2UNUISE y.Gonv on: & Trad D!
ASSOCIATION S rrado:Spring )
11




n | do n

store or

process
credit c

W

/ =4, SSA2010 Spring|Convention & Trade;Show.
/@ RSG5 Golorado Springs, €O

ss My Point
Sale Vendor

Told me | am

PCI

Compl i ant .




PCIl is more than POS

CHD
Transmission Encrypted
Public & Private | Wireless  point Of Sale Application
Segregation \ f ‘
\

Remote Log-in Validation

/

Port Limitation

Secure Remote \ .
Communications ____ N EtW o r k R\ | D ata | o aces
Web Vulnerability —— Securi ty : Aeee‘s\sk, '

Detection

. - * —— Local Monitoring
Active Firewall

P'olicjies &
Rrocedures

}

/’/ ‘ \ Remote

Remote Monitoring
Network Diagram

/ \ Access Procedures
Firewall Configuration

Security Policies

Incident MaMMent




Real World Headlines

BusinessWeek

THE ASSOCIATED PRESS August 18, 2008, 2203PM ET

Feds seek to nab credit card thieves in La., Miss.

By DOUG SIMPSON
BATON ROUGE, LA.

A ring of cyberthieves has stolen tens of thousands of credit card numbers from Louisiana and Mississippi
restaurants this year, leading to over 31 millien in losses for the banks that issued them.

The restaurants began reporting the thefts beginning in March in Baton Rouge, followed by similar cases in
Flowood, Miss_, Lafayette, Lake Charles and West Monroe. The hackers have swiped credit and debit card
numbers off 16 restaurants’ computer systems, then sought to sell them for anywhere between $1 and 5100
each, according to Special Agent Sean Connor of the U.S. Secret Service, an arm of the Treasury Department
that investigates financial crimes

“"Once they get a big pile of credit card numbers, they turn around and sell them on the Internet,” Connor said.

The cases appear connected and probably invelve a criminal network that stretches overseas, which would be
consistent with other identity theft cases, U.S. Attorney David Dugas said. A group indicted in a separate case
earlier this month includes defendants from three continents

Authorities have no total dollar figure for the losses sustained in the Louisiana-Mississippi cases because the
wvictims -- local and national banks -- are still compiling figures, Connor said. The hardest hit is a bank reporting
over 1.1 million in losses, he said.

One bright spot: it's easier to steal the credit information than it is to sell it. meaning the losses could have been
much greater.

“Their methods for using the cards aren't as efficient as their methods for getting the numbers,” Dugas said

Jim Christy, a Maryland-based computer security expert with the Department of Defense, said such a scheme
can get started by a thief with a laptop, driving around town until he finds a business with wireless computer
networks. The thief breaches an insecure wireless network, then inserts malicious software -- similar to a wiretap
-- in the merchant's computer that will collect customers' credit card numbers and send them to the thief's e-mail
account.

Such identity theft cperaticns began about five years ago and are becoming more common, he said.

“This is a worldwide problem today. Everything's networked and everything's going to wireless,” said Christy,
director of futures exploration for the Defense Department's Cybercnime Center.

The scheme is not sophisticated. Christy compared the hackers to teenage pranksters who get a garage-door
apensar and drive around the neighborhood, seeing how many garages they can open up by pushing the button
Eventually, they find one or two.
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Real World Headlines

Dave and Busters

A $600,000 in Fraudulent
Charges

Spicy Pickle Franchise

A Breach causes
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