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Agenda for Today

üPCI - What it is, and why should you care

üExamining factors leading to credit card loss

ÁFocusing on the root cause

ÁOther items may play a part in the actual loss

üConsequences for losing credit cards 

ÁFines, penalties, prohibited from processing

üThere was a breach ïNow what?

ÁDocumentation that can help

ÁResources to help overcome issues



What Is PCI?

Standard created by Visa, MC, Amex, Discover, and JCB

üMandatory for everyone who accepts credit cards

Two years ago

üNo one ever mentioned it

Last Year

üHot Topic

This Year

ü Information almost daily

üBreaches make the news, fast
https://www.pcisecuritystandards.org



What Do the Terms Mean?

ü CISP - Cardholder Information Security Program.  Requirement made by Visa

ü PCI (PCI-DSS) ïPayment Card Industry Data Security Standard.  All the brands use this 

as the basis for their security

ü PABPïPayment Application Best Practices (Old from Visa)

ü PA-DSS ïReplaced PABP and now all the brands use this standard

ü QSA ïQualified Security Assessor.  Certified assessors who can certifiy that a location is 

PCI compliant.  Needed by larger merchants.

ü ASV ïApproved Scanning Vendor.  Companies that are certified to perform external 

vulnerability scans for PCI

ü SAQ ïSelf Assessment Questionnaire.  Small merchants can self-certify their own 

compliance to PCI using a form provided by the PCI Security Standards Council



Why Should You Care?

ü Several states are passing PCI / security legislation

ÁMinnesota, Nevada, Washington, and Massachusetts already have 

components of PCI in their laws

ÁSeveral other states have it on this yearôs docket

ü Your Service Providers are Protecting Their Interest not Yours

ÁSoftware mandates protect the oil companies

ÁIsolation protects the processing network

ÁScans protect the bank and the processing network

You are on Your Own to Protect Yourself!



Top 10 Breach Methods

Issues fall into 3 categories:

üTechnical

üProcedural

üEducational

All of them are avoidable and they are all 

covered in the Payment Card Industry Data 

Security Standard (PCI)



Insecure Remote Access

#1
ü Direct access to devices from the 

Internet (opening ñpin holesò 

through the router)

ü Using shared accounts to access 

systems

ü Are former employees really locked 

out?



Open Wireless Networks

#2
ü Network address separation or 

access based on hardware 

identification (MAC Address 

restriction) is insufficient

Typical Insecure Wireless Setup Found in Many Retail Locations



Poor Malware Protection

#3
Anti -Virus / Anti -Spyware 

not installed or maintained 

properly

ü Is it still running?

ü Is it updating?

üHow do you know?

Example: Centrally Managed AV Console



Skimmers

#4
üHand scan credit card while 

your bill is being printed for 

signature 

üPhysical breach is common in 

convenience because access is 

easy at gas pumps and they are 

unattended

Source: US Department of 

Justice



Insecure POS Software

#5
üModern software protects 

credit card info

üDatabase encryption is key 

component

PCI Security Standards Council Validated Applications

https://www.pcisecuritystandards.org/security_standards/vpa/vpa_approval_list.html



Legacy Data After Upgrade

#6
üDoes the installation of the new 

database include the removal  or 

upgrade of the old

üOld data may still be in ñformerò 

data base

Legacy 

Data

New 

Data

Upgraded 

Software

ƿUnencrypted

ƿStill has credit cards



Shared System Accounts

#7 üManager provides 

information to employees for 

convenience

üNo policy (or software) to 

force mandatory password 

changes on a monthly or 

quarterly basis



In-Line Sniffers

#8
üPull data from network cable as it 

travels to the server 

Card swipes are sometimes sent over the 

network in clear text (no encryption)

üIntercept data locally over USB or   

other local cable

PCI Security Standards Council Website contains an education brief on this issue

https://www.pcisecuritystandards.org/pdfs/skimming_prevention_form.pdf

https://www.pcisecuritystandards.org/pdfs/skimming_prevention_form.pdf


Unprotected Physical Card Data

#9
üKnuckle Buster Receipts

üOld system used if Internet 

connection fails

üReceipts are thrown out 

without being cross shredded 

(dumpster diving)



Failure to Train Staff

ü What is the security in place?

ü How do vendors get access to the 

server?

ü Social engineering (the human factor) 

can be more effective than Internet 

hacking

Security for Card Handling Employees ï8 Minute Training Video

http://www.vendorsafe.com/video/Credit_Card_Safety_Employees/video.html

#10

http://www.vendorsafe.com/video/Credit_Card_Safety_Employees/video.html
http://www.vendorsafe.com/video/Credit_Card_Safety_Employees/video.html


The Process of a Breach

So You Lost Some Credit Cardsé

üWhat is Going to Happen Now?

üWhat Should You Do?

üWho Should you Call?



Breach Investigation

üMerchant contact by card brand, their acquirer, the Secret 

Service, or the FBI

üForensic investigation by a Qualified Incident Response 

Assessor (QIRA)

üRecommended remediation

üMeeting with acquiring bank and credit card brand leading the 

investigation

üPenalty assessment

üContinuing issues



Merchant Contact

Letter from acquiring bank or processor

üNotifies merchant of a potential credit card breach

üTimeline for submitting the results from a forensic 

investigation (Not optional and quite costly)

üPossible fines to be issued from card brands 

identified (Potentially $500K per incident from the 

major card brands)

../ResellerPortal-ArtworkFiles/BreachLetter.pptx


Forensic Investigation 

üSecret Service or FBI begin criminal 

investigation and will likely confiscate 

equipment to investigate hard drives

üQIRA will examine locations and interview 

staff

ÁMeasure security to the PCI-DSS 

Standard

ÁSecurity logs and system images 

examined



Remediation Report

üFinal report will include all items 

that are not fully compliant with the 

PCI-DSS

üWill make remediation 

recommendations based on those 

gaps in general terms only


